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Abstract—More and more traffic management techniques, popularity. In this paper we examine the characteristicthef

including accounting and load adaptive routing, try to take instabilities in the context of traffic flows, building on therk
advantage of the fact that traffic demands are consistent wit of Papagiannaki et al. [24] and Wallerich et al. [15].

Zipf's law. By treating a few large volume demands differenty . . . .
they try to capture most of the traffic. This relies on the implicit Traffic flows are the result of grouping packets using differ-

assumption that traffic demands are persistent in volume owe €Nt strategies ranging from the most specific scheme of using

time; meaning that their volume does not change drasticallyover the full five-tuple of source and destination IP-addresses a

time. ) . port numbers together with the protocol, through schemais th
As this assumption has been shown to be incorrect we ;se BGP based destination prefixes, to schemes that map the

in this paper focus on how Internet flows behave over time. L
Accordingly, this paper examines the characteristics of vatility IP addresses to ASes and use these as destinations, €lg., [25

in a qualitative way by characterizing the components that ae [26].

responsible for changes in the cast of heavy hitters over tim In general instabilities can have many causes including
bandwidth fluctuations. But even if one assumes that all flows
. INTRODUCTION operate at a fixed bandwidth, a top ranked flow can become

Starting with the statistical analysis of Ethernet LAN #ac a medium ranked one if a number of larger flows pop up.
in [1], there has been extensive work towards developifgternatively a medium ranked flow can become a highly
appropriate mathematical and statistical techniques fer eanked one if top ranked flows end or reduce their bandwidth.
plaining, describing, and validating the invariant thattadaln this paper we examine their characteristics and impboat
traffic is consistent with self-similar behavior, e.g.,,[A], [4], The remainder of the paper is organized as follows: in
[5], [6], [7]. This implies that there is significant varidiby Section Il we give an overview over our datasets and explain
in the overall traffic volume. Another area of extensive workRow we prepare the packet level and NetFlow [27] traces
concerns the analysis of the frequency of occurrences of tanderive the per flow statistics and rankings for our study.
event. If the frequency of occurrences as function of thé ra®ection Ill presents our results regarding the componeits o
is consistent with a power-law distribution it is referradds the instabilities. We summarize our experience in Sectian |
Zipf's-like (see [8], [9] and references therein). The raak
determined by the frequency of the occurrence of the studied
event, where a low rank index refers to a popular event. N8t Traces
surprisingly quite a number of different quantities in imet  |n this paper we use two traces. The first trace (MWN), a
traffic are consistent with Zipf-like distributions, inding 24 hour packet level trace, was collected on Nov. 15., 2005
the popularity of Web pages [10], [11], traffic demands [12]n Munich, Germany at th&lunich Scientific Research Net-
[13], [14], [15], [16], as well as interdomain Web trafficwork (Munchner Wissenschaftsnetz, MWN) which connects
demands [17]. This raises the question if it is possible ke tatwo major universities, some colleges, and affiliated resea
advantage of this invariant. If data is consistent with &ife  institutes to the Internet, totaling to approximately BmO0
distribution, it is in principle sufficient to concentrate the hosts. The volume transferred over its Gigabit Internek lin
popular events when engineering the network in order to o@-around 2 TB a day and the average utilization during busy-
timize the overall performance. This is the common idea, i.&ours is about 350 Mbps (68 K packets per second).
used for measurement [18], traffic engineering [12], [18B][  The second trace (WASHNg), a 24 hour NetFlow trace, was
[20], including load adaptive routing [21], scheduling J22 collected with a sample rate of/100 on Nov. 2., 2005 on a
Web caching [10], [11], [23], etc.. core router in Washington, USA, of the Abilene [28] network.

All of the above examples assume and rely on the assumé)- ) )
tion that if an event is popular it will stay popular. On theet B- Flow Generation and Aggregation
hand it is well-known that traffic is variable and traffic fluet = The packet level trace MWN is used to generate standard
ations can induce significant changes in popularity. Whethg-tuple NetFlow records. NetFlows are terminated if they ar
this has an impact on the above applications depends on tidle (receive no packet) for longer than an inactivity tirmeo
rates: theate of event popularity changesd theengineering of 15 seconds (default value for Cisco’s NetFlow [27]). For
rate, the rate at which engineering reacts to the changesdach flow, we derive start and end times as well as byte and

Il. TRACES AND DATA PREPARATION
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bins WASHnNg (bottom).
Fig. 1. Basic Data Characteristics

packet counts. As traffic engineering is usually not done-on &ontribution in terms of bytes of each flow to the time bin. A
tuple flows, we generated aggregate flows based on destinat@anking is an ordered s& of flows f with

prefix from the 5-tuple flows. Prefix aggregation is done by
accumulating bytes and packets for flows that have the same

destination prefixes, while using the same criteria for floyherer; is the rank of flowf; and bytegr;) is the bytes of the
termination as for non-aggregated flows. For the MWN packgéy, fragment for time bini. r; = 1 represents the flow that
level trace a BGP table extracted from the MWN acceggntributes the most bytes and therefore has the highelst ran
router was used to determine the prefix length masks. R@rterms of bin sizes we used time granularities of 1, 5 and
the WASHNng NetFlow trace, the exporting router includesp minutes to compute rankings of aggregated flows.

its prefix length masks in the NetFlow records. While 5- zipf's jaw for flow rates states that for a set ofinferred
tuple flows have constant average bandwidth informatios, thoy rates, ordered a%1) > X2 > ... > Xy, we may think

bandwidth of destination prefix flows depends on the numbgy x; as therth-largest flow rate and of as the flow
and the bandwidth of the 5-tuple flows that contribute to %te’?rank (1< r < n), the relationshifrx ;) = constant(or
aggregated flow at any given time. We compute the bandwidth g ® '

a — —
per destination flow over 1, 5, and 30 minute time periods.rnore generallyr ;) = constant = c,a > 0) holds, at least

Since the MWN packet trace is collected on an aCCe,:ggproximately. If flow rate data is consistent with Zipf'svia

router the address variability on the access (MWN) side ||tslmplles that the top-ranked flow rates are exceptionally
large but rare and the lower-ranked rates are smaller but

limited. Therefore we separate the MWN trace in outgoin ) . .
: . : . - ore common. This follows directly from th&ze—frequency
and incoming traffic and only consider destination/source

prefix aggregation for outgoing/incoming traffic. From th& 3 rfelat|ot|r1]sh|plt?at ?orrespondsf to Zipf's law fandﬂ statest th?t
billion packets we create.® million destination prefix flows _(X)’ e_re_a ve requt_ency 0 occmirzrence of a flow rate o
for MWN and from the 112 million NetFlows 19 million SiZ€X satisfies the relatiori(x) = c-x™* (or, more generally,
destination prefix flows for WASHng. f(x) =cx (@), x=1,2,..).

C. Ranking and Zipf's law [1l. CHARACTERIZATION AND ANALYSIS

r<rj < bytegr;) > bytesr;)

We next compute flow rankings for each time period, also In this section we explore possible causes for instalslitie
referred to as time bins, based on the destination prefix flotge rankings of large flows. After all Zipf's law in itself leas
covering that bin. The ranking is determined based on tlopen the possibility that the cast of flows that contribute ca



vary considerably over time. For this purpose we explore thgthin about 20 minutes, this fraction drops to about 40%. Fo
characteristics of the processes contributing to theliiltas: 10% of the flows it even drops below 30%. These observations
arrival of new flows, departure of old flows, and bandwidthare consistent with findings by Papagiannaki et al. [24] wher
changes. the authors show a similar decrease in byte coverage.

A. Basic data characteristics B. Flow Entry and Exit Process

We start by verifying that our datasets are indeed congisten
with Zipf’s law even for different bin sizes and across tim?h
by exploring the popularity of destination prefixes for niplé

The observation that the fraction of bytes captured by
e topn flows drops quickly motivates us to explore the

consecutive bins. For this purpose we rank destinationmre??asons for such behavior. Accordingly we go beyond the

flows by the total traffic they sent out of the MWN duringfrev'ous analysis [24], [15] and decompose the churn rate

a certain time period from largest to smallest, and plot thgt0 its components, flow entry process, flow exit process,

percentage of total bytes from largest to smallest. As dmplecand duration, and study their behavior. The entry process

we find (Figure not shown) a linear relationship on the IOg_lodetermmes the rank at which a flow enters the ranking and the

scale, an indication that the distribution is consisterthwie flow dep_arture process determ|-nes the rank at Whlch I.t leaves
- S e - the ranking. The exit process is the result of combining the

characteristics of a Zipf-like distribution. This is theseafor entrv process with the durations. Due to Space constraiats w

arbitrary time periods, different time granularities, aiso for yp . P '

the WASHng data set confirming previous results [24], [15]|n this paper, only focus on the flow entry and exit processes.
While these plots indicate that the data is consistent wi’tA‘fter all it a flows enters (leaves) the tapflows, then one
q the old flows has to be moved out from (moved into) the

Zipf's law they also show that the volume of the top flows
op n flows.

changes over time. To explore the overall impact of theW ith th Vet i dofi diatel
bandwidth changes of flows we, in Figure 1(a), examine what © start with the entry process. Yet, instead of immediately

percentage of the outgoing traffic is accounted for by tHgmping into the data analysis we first explore what to expect

top 10, top 100, and top 1000 destination prefix flows. NotA’ccordineg, we ask the question, with what probability Iwil

that the top 100 flows already make up for more than 608 W f'OW pop up in fch_e top flows. This corresponds to the
of all bytes, independent of the type of trace and the b estion if a newly arriving flow con.trlk.Jutes more b)_/tes.tlaa_n
length. A typical 1, 5, 30 minute bin for destination prefixe ast one of the old top flows, that is its byte contribution is

contains about 10600, 485000, 28 million flows on average in the intervallbytesri,.1); bytesri)]. This is equivalent to the
for MWN and 33000 '152000 ,892000 for WASHng guestion, with what probability falls a sample from a random

Figure 1(a) leaves open that the cast of popular flows Cgﬁriable (in this case, a ﬂ.OW bandwidth) into a c_e_zrtair_1 te_lrge
vary considerably from one time period to the next. Indeed thrval. For. a random variablé of a given prob§b|l|ty distri-
one considers aggregated flows one can expect their bardwidi{tion functionP, we havex = '_3[71] (U), whereU is a random
utilization to be consistent with self-similarity behawify]. yanable that is uniformly distributed if9; 1]. This relationship 3
The impact of the bandwidth variability is highlighted byS commonly used to generate random values of a specific
Figure 1(b) which shows the “churn rate” among the top 10cRyobability distribution. We can now estimate the probipil
flows. Here the churn rate is defined to be the percentage®f® NéW sample to have a value between any two elements
top n flows in that bin that were not among the toflows in S @ndsi11 of Sby determining the probability tha(s) falls
the previous bin. Figure 1(b) shows, that indeed a significapetween the corresponding two elementsSofin effect P
portion of top 1000 ranked flows are no longer in the top 10080rks as a projection fror into [0;1] and thus allows us to
flows in the next bin. About 30% of the cast of top 1008/S€ the properties of the uniform distribution to convetijen
flows is no longer top 1000 in the next bin. One reason féfetermine the probability for a new sample to fall in a given
this effect is due to the arrival of new flows, that make it int§1terval. As the elements iare uniformly distributed irf0; 1]
the top 1000 ranks and the termination of old top 1000 flowdny new element chosen uniformly at randondnt] is likely
One interesting aspect here is that the churn rate increatedall between any two consecutive elements<o0,S1 >
with larger time bins, as it gets more and more difficult fowith the same probability and therefore between any two
a flow to retain a top 1000 rank over longer time periodsonsecutive elements ef P-1(0),S Pl-%(1) >. This implies
This change in the top ranks results in the undesired faat, tithat one should expect that the distribution of the entrksan
a set of flows once classified as tapis at first responsible is consistent with a uniform distribution independent oé th
for a significant portion of the overall traffic, but that thigistribution from which the original samples are drawn.
portion quickly diminishes over time. This confirms prevsou In Figure 2 (left and middle columns) we show histograms
observations [24], [15] for different data sets. of the first rank of those flows that have an average rank of

In Figure 1(c) we plot the 109%60% and 90% quantiles of at least 100. Contrary to the theoretical consideratidmssd
the fraction of bytes contributed by a fixed set of top 100 flondo not appear to be consistent with a uniform distribution.
over time. The plot shows, that for any such set, the median$fill, the plots indicate that new flows arrive with all kindé
the byte contributions lies at first between 60% and 75%, hbdifferent ranks including the top ones even though there is a
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Fig. 2. Histogram of entry/exit ranks: top MWN, bottom WASgireft entry 1 minute bins, middle entry 30 minute bins, tighit 30 minute bins.

e o o The above results for the flow entry and exit processes
i show that newly arriving flows and departing flows are with
o0 —— a non-negligible probability top ranked. This causes a lack
of predictability and therefore it is not obvious how to take
advantage of the “heavy-tailed” nature of flow rates for the
purpose of better engineering the network. Still, Papagién
et al. [24] found that they were able to identify a subset of
flows that contribute more traffic than the average flows, i.e.
they are highly ranked, and persist longer than the typical
flows. For this to be possible some of the highly ranked flows
have to have longer durations. We find that using top rank of a
flow duration flow (its highest rank) is not a good indicator. But flows with
Fig. 4. Density of the logarithm of the flow duration for WAS#in top average I:anks (over their duration) usua_‘”y persisgéon
than those with lower average ranks, see Figure 1lI-B. These

bias towards larger ranks for the MWN trace. For the WASanglgndmgS explain the observations by Papagiannaki et al. [24

trace there is a bias towards top 5 ranks for 1 minute bins a@d Flow Bandwidth Variability

the top 20 ranks for 30 minutes bins. Most likely this bias So far our analysis has ignored the important aspect of

is due to the kind of traffic on the Abilene network which issandwidth fluctuation and its impact on rank changes. As

mainly due to research environments. For both data sets flfv rates are heavy-tailed only large deviations will inflae

distribution of data becomes more even across the binsegfcloghe ranking of top flows. Correspondingly, we do not care

to a uniform distribution) as we consider larger bin sizes. much about small additive deviations. Therefore we choose t
Recalling the theoretical analysis of the entry process, wensider a multiplicative metric, calleglative deviation(or

note that the properties of the process, that removes aefdey). We compute this metric for all bins of each flow in

of the top n samples instead of adding it, are the samehe following manner:

Therefore the distributions should be the same. Figuregh{(ri

column) shows a histogram over the ranks of top 100 flows, reldev = Iogz(

when they terminate. Again the data is not consistent with a

uniform distribution. Yet, the exit processes show almbst t A reldevvalue 1 (2) stands for a deviation from the mean by

same distribution as the entry processes and move closer @ factor of 2 (4) and a value 1l (—2) represents a deviation

uniform distribution as one increases the bin sizes or eedu by a factor of ¥2 (1/4).

the top most ranks. This holds for 1, 5 and 30 minute bins Figure 3(a) (top) shows, for both data sets, the probability

and both traces. density of the relative deviation for all flows with average
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Fig. 3. Relative deviation as metric for bandwidth fluctoati

rank 1-1000 that span at least 10 bins for 1 minute bins. Thleown in Figure 3(b) (bottom) shows a clear time of day
plot omits all values outside the 5% and 95% quantiles. Bo#tifect. For Figure 3(c) (top) the effect while discernibke i
curves have a similar form and show a pronounced spike ah6t as pronounced. Both plots show that there are significant
while covering a range from-3 up to+1. (This corresponds deviations in theeldevvalues throughout the lifetime of the

to flow rates between/B-th of the average bandwidth use uglow and that the changes are not necessarily predictable or
to two times the average rate.) With increasing bin sizest (prrestricted to some part of the flows lifetime. For other bin
omitted) the curve for MWN widens slightly while it almostsizes the same effects are visible.

stays the same for the WASHNg data set. The spike around ) . .

0 indicates that the bandwidth of most highly ranked flows Given the size of the bandwidth fluctuanons (factors of 2—-8)
does not diverge significantly from their average bandwidtRN® can expect them to have an impact on the flow ranking.
The broad base in both curves highlights that there are 1R Verify this we plot the relative deviation against thekan
fact deviations from the average flow rates, especially td&/a of the flows. \_(et as the relgmve deviations are logarithmic
lower rates. Some of the larger absoletdevvalues are due W€ &lso consider the logarithm of the ranks of the flow.

to short bandwidth spikes or bandwidth drop-offs while othdi9ure 3(a) (bottom) shows, for a typical flow, the corresppon
are due to time-of-day effects for long lasting flows. ing scatterplot reldev (x-axis) vs. decadic logarithm of flow
rank (y-axis)) for 1 minute bins. There is one data point for

Figures 3(b) plot the probability density oféldevfor two each time bin. The plot shows a clear correlation between
example flows both lasting for more than 1400 1 minutenk andrelative deviation This is a clear indication that
bins. The values range from3 to +4. The distribution in bandwidth fluctuations have a significant influence on the flow
Figure 3(b) (top) is close to a normal distribution with tlaeree  ranking. The linear relation visible in the double logamitik
mean and standard deviation. This is not the case for the pbdat (reldevas well as rank) relates well to the fact that the
in Figure 3(b) (bottom) which shows a bimodal distributionbandwidth use is consistent with Zipf’'s law. For a change in
To understand the origin of this bimodality Figure 3(c) sBowthe top 10 ranks one needs a much larger bandwidth change
how the reldev behavior changes over time. (Note that thithan for a change in the ranks 900 to 1000. Such a correlation
corresponds to a normalized plot of the bandwidth use ovsrnot just apparent for this flow but seems to be present for
time). Figure 3(c) (bottom) which corresponds to the dgnsiall flows for all bin sizes.



IV. SUMMARY [10] L. Breslau, P. Cao, L. Fan, G. Philips, and S. ShenkereB\aching

. . and Zipf-like distributions: Evidence and implications Proc. IEEE
A common assumption underlying much of the recent work \\rocom 1999.

that takes advantage of the heavy-tailed nature of traffic [i9] D. N. Serpanos, G. Karakostas, and W. H. Wolf, “Effeetvaching of

that large traffic flows are persistent over time. In this pape _ Web objects using zipf's law,” iHCME, 2000. e
| hv this is not necessarilv the case. While Zi f[%Z] W. Fang and L. Peterson, “Inter-as traffic patterns amertimplica-
we explore why Yy : p tions,” in Proceedings of the 4th Global Internet Symposillracember

law holds across time the ranking of the flows in terms 1999.
of bandwidth contribution changes rather drastically. Skhe[13] A. Feldmann, A. Greenberg, C. Lund, N. Reingold, J. Redf and

. . F. True, “Deriving traffic demands for operational IP netisorMethod-
changes can be decomposed into entry and exit ProCESSES 0 and experience.” iroc, ACM SIGCOMM 2000,

as well as bandwidth fluctuations. We show, using an offlings] v. zhang, L. Breslau, V. Paxson, and S. Shenker, “On traracteristics
analysis, that the rank at which a flow enters or exits a rapkin  and origins of internet flow rates,” iRProceedings of the IEEE/ACM

i P i« SIGCOMM 2002.
cannot be predicted or used as an indicator whether a flow[llgj 3 Wallerich. H. Dreger, A. Feldmann, B. Krishnamurtand W, Will-

a large one or not. Furthermore, the bandwidth fluctuations” inger, “a methodology for studying persistency aspects mrinet
if measured according to the relative deviations have &ljigh  flows,” ACM Computer Communication Revie2005.

centered empirical distribution about the flows averageaati [16] K. C. Claffy and N. Brownlee, “Understanding Interneaffic streams:
. . Dragonflies and Tortoises.|EEE Communications2002.
are correlated to the rank changes. Since bandwidth changes = Feidmann, N. Kammenhuber, O. Maennel, B. Maggs, RPBsco,

over time are significant and correlated to rank changes/ever and R. Sundaram, “A methodology for estimating interdomieb
rank estimation techniques based on historical data has_tg traffic demands,” inProc. ACM Measurement Conferen@o04.

account for them. It is dangerous to assume that flows tf%ﬁj C. Estan and G. Varghese, “New directions in traffic noeament and
: 9 accounting,” inSIGCOMM 2002.

may have had a high rank once will stay highly ranked. fi9] s. Uhlig and O. Bonaventure, “Implications of interdaim traffic
flows’ average bandwidth and thus its average rank appears to characteristics on traffic engineering,” Tech. Rep. InteFR-2001-08,

: : ; University of Namur, Belgium, 2001.
be a bgtter.predlctor. Therefore technlques that rely ome-nll [20] J. Rexford, J. Wang, Z. Xiao. and Y. Zhang, “Bgp routirtgtlty of
approximation of the average bandwidth appear promising” popular destinations,” ifProc. ACM Measurement Worksha?002.
for identifying subsets of flows that account for a significari2l] S. Kandula and D. Katabi, “TeXCP: Responsive yet statvific
fraction of the traffic. engineering,” inProc. ACM SIGCOMM 2005.
[22] N. Ni and L. N. Bhuyan, “Fair scheduling and buffer maeagnt in
internet routers,” iINNFOCOM, 2002.
[23] L. Qiu, V. N. Padmanabhan, and G. M. Voelker, “On the plaent of
Many thanks go to the Leibnitz Rechenzentrum, Minchen \Q/et;server rep::pa;,” iTm\:tFOC(?I\éMDZOtOLI ¢ of flow dymi
; . Papagiannaki, N. Taft, and C. Diot, “Impact of flow ics on
for access to the packet Iev_el traces. The analysis of e traffic engineering design principles,” roc. IEEE INFOCOM 2004.
NetFlow traces is made possible by work supported by trpg] K. C. Claffy, H.-W. Braun, and G. C. Polyzos, A paraneble
National Science Foundation (NSF), cooperative agreement methodology for Internet traffic flow profiling,JEEE Journal on Se-
nos. ANI-0129677 (2002) and ANI-9807479 (1988) and th[%] lected Areas in Communication$995.

S. Lin and N. McKeown, “A simulation study of IP switchijri in Proc.
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