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ABSTRACT
An understandingof the topological structureof the Internet is
neededfor quite a numberof networking tasks,e.g.,makingde-
cisionsaboutpeeringrelationships,choiceof upstreamproviders,
inter-domaintraf�c engineering.Oneessentialcomponentof these
tasksis theability to predictroutesin theInternet.However, theIn-
ternetis composedof a largenumberof independentautonomous
systems(ASes)resultingin complex interactions,anduntil now no
model of the Internethassucceededin producingpredictionsof
acceptableaccuracy.

We demonstratethat thereare two limitations of prior models:
(i) they have all assumedthat an AutonomousSystem(AS) is an
atomicstructure— it is not, and(ii) modelshave tendedto over-
simplify therelationshipsbetweenASes.Ourapproachusesmulti-
ple quasi-routersto captureroutediversitywithin theASes,andis
deliberatelyagnosticregardingthe typesof relationshipsbetween
ASes. The resultingmodel ensuresthat its routing is consistent
with theobservedroutes.Exploitinga largenumberof observation
points,we show that our modelprovidesaccuratepredictionsfor
unobserved routes,a �rst steptowardsdevelopingstructuralmod-
elsof theInternetthatenablerealapplications.

Categoriesand Subject Descriptors: C.2.2 [Computer-Com-
munication Networks]: Network Protocols—RoutingProtocols;
C.2.5[Computer-Communication Networks]: Local andWide-
AreaNetworks—Internet(e.g., TCP/IP)
GeneralTerms: Algorithms,Experimentation,Measurement
Keywords: BGP, inter-domainrouting, route diversity, routing
policies

1. INTRODUCTION
The Internet is composedof a large numberof independently

administeredAutonomousSystems(ASes)coupledby theBorder
Gateway Protocol(BGP) into a singleglobespanningentity. The
structureof thisinterconnectedsystemhasbeenof someinterestfor
a variety of reasons;mostcommonly, becauseits topologyplays
a signi�cant role in determiningthe performanceof the Internet,
thoughpurescienti�c interesthasplayedasubstantialrole in these
investigations.Now, we proposethat moredirect usebe madeof
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this informationto predictthe behavior of the Internetunderspe-
ci�c conditions.

In thepast,high-level featuresof theinter-domaintopologyhave
beenusedtomakegenericinferencesaboutitsbehavior, e.g.,power-
law distributions[1] have beenusedto imply important“central-
ized” nodes(see[2] for a discussionof this issue). Thesetypes
of genericinferenceare useful in termsof scienti�c understand-
ing of the Internetas it evolves, but do not allow one to answer
speci�c questionsaboutthe currentInternet. We seekto be able
to answerspeci�c what-if questions,e.g.,whatif a certainpeering
link wasremoved,or what-if wechangepoliciesthus?In principle,
knowledgeof the Internet's inter-domaintopologycanbe usedto
answersuchquestions,andthecapabilitywouldprovidegreatutil-
ity for providers. This is particularlytrue given that the focusfor
largeprovidershasmoved from simply providing connectivity, to
maintainingcontractualor businessrelationshipsthatmayrequire
resiliencedespitechangingtraf�c demandsor link failures,in addi-
tion to supportingcustomerswho demandmorecontrolover their
traf�c �o ws [3,4].

Despitethe requirements,currentpracticeis quite limited. Of-
ten,theonly availableapproachis “tweak andpray” [5,6]; that is,
providersmake changeswith limited ability to predictthe results,
andthenobserve to seeif thedesiredeffect occurred.We propose
to build an AS-routingmodel which enablesus to predict unob-
servedInternetpathswith goodaccuracy.

It is known [7], that for theextractedmodelto beusefulin pre-
diction, it mustbesubstantiallybetterthanthosetestedsofar. Un-
til now, modelsof thenetwork structurehave beenpredominantly
inter-domainlevel modelsthat do not worry aboutthe detailsof
the ASes[7–9]. However, ASesarenot simplenodesin a graph
— they arecomprisedof routers.The internalstructureof anAS
doesmatter. It in�uences inter-domainrouting, for instancevia
hot-potatorouting [10,11]. Furthermore,therearemultiple con-
nectionsbetweenASes,typically from different routers,and this
addsto the diversity of known routes[12]. Even wherepolicy is
uniform acrossan AS, internal featuresof the AS may result in
differentroutechoicesfor eachrouter— this is a featureof BGP
that allows behaviors suchas hot-potatorouting. Suchdiversity
is commonlyobserved in public routingdatabasessuchasRoute-
views [13]. An AS which is a singlenodemustalwayschoosea
singlebestpathto passto its neighbors,andthereforecannotrep-
resentthis typeof diversity.

In addition, inter-domainrouting is controlledby diversepoli-
cies, decidedlocally by eachAS, but acting globally acrossthe
entiresystem[14]. Hencethe topologyof the inter-domaingraph
is not, in itself, suf�cient to make predictionsaboutInternetrout-
ing. In addition,policiesneedto beconsidered.Many policy rela-
tionshipsmaybedescribedas“customer-provider”or “peer-peer”,



andin thesesimplecasespoliciesareenactedusingsimple,well-
known �ltering rules[15]. Severalpapershavediscussedinference
of thesesimplepolicy rules[16–18], but unfortunately, notall poli-
cies�t thesesimplerules: for instance,in somecasesof multiple
links betweentwo ASes,thepoliciesmayvaryevenbetweenlinks.
Ourapproachto all of theseissuesis to remainagnosticaboutwhat
practicesoccuror do not occur in the currentInternet. We make
minimal assumptionsaboutinter-domainrouting,andlet the data
speakfor itself.

Of course,it is impossibleto infer all of theinternaldetailsof an
AS's policies.We arenot seekingto reverseengineertheInternet.
Our modeldoesnot necessarilycorrespondto thepoliciesactually
usedby theASes.Rathertheresultsareanalogousto theIGP(Inte-
rior GatewayProtocol)link weightsinferredby Rocketfuel[19,20],
whichdonotcorrespondto thoseof therealnetworksinvestigated,
but areneverthelessuseful in understandingintra-domaintopolo-
gies.In thispaper, weintroducepoliciesinto ourAS-routingmodel
with the goal of makingpredictionsaboutthe behavior of unob-
servedpaths.

Likewise, we do not seekto reproducea Rocketfuel-like de-
tailed intra- and inter-domainconnectivity map [20], as a signi-
�cant part of this information is not usedin determiningroutes.
Rather, we shallbuild topologicalmodelsincorporatingintra- and
inter-domaininformationat theminimumlevel of detailneededto
explain theobservedroutingin theInternet.Theresultingsimplic-
ity allowsusto derive insightinto therelationshipbetweenrouting
policies,pathdiversity, and the actualchoiceof the pathspropa-
gatedacrossthe Internetwithout having to modelthe complexity
of theroutinginsideanAS [21]. It givesustheability to determine
preciselywhereinternaldetailsmatter, andhow much.

Our approachis basedon the idea of building a topology and
policy modelthatis consistentwith theobservedroutingin theIn-
ternet. To this endwe exploit BGP observationsfrom morethan
thirteenhundredobservationspoints (including Routeviews [13],
RIPE [22], and a numberof other sources). We separatethese
into two datasets:a trainingdataset,anda validationdataset.The
trainingsetis usedto build a topologyandpoliciesconsistentwith
observed routing. We do so usinga setof simulation-baseditera-
tive re�nementheuristics(describedin Section4) that introducea
minimal setof topologyandpolicy changesrequiredto matchob-
servedrouting. We accommodatepathdiversityby creatingmulti-
plequasi-routerswithin eachAS. A quasi-routerrepresentsagroup
of routersall making the samechoiceabout best route, and so
the “quasi-routertopology” doesnot representthephysicalrouter
topologyof a network, but ratherthelogicalpartitioningof its pol-
icy rules.Importantly, wetry to minimizetheassumptionswemake
about“lik ely” policies,e.g.,we do not assumethat relationships
fall into neatcategories. We �nd thatwe canbuild anAS-routing
model that matchesthe training setexactly. However, remember
this is not therealtopology, andthefactthatit canmatchthetrain-
ing setexactly is notsuf�cient to show thattheresultsareof practi-
caluse.Wetesttheusefulnessof themodelby makingasetof pre-
dictionsaboutroutes,andvalidatingthemwith the dataexcluded
from training. We �nd that we can matchthe predictionsdown
to the �nal BGPtie breakin morethan80%of the testcases,see
Section5.

Thispaperis not (principally) concernedwith modelingInternet
routingdynamics.Thedynamicsareclearlyimportant,but consid-
erableeffort hasalreadygoneinto suchmodelinge.g.,[14,23–27].
In our �rst prototypefor predictingInternetbehavior wemodelthe
equilibrium behavior of this system,for the (vastly) predominant
casethatastableroutingsolutionexists. It is theseequilibriumbe-
haviors thatareof mostinterestfor thequestionsposedearlier. At-

Figure1: Operation of a BGP router.

temptingto model,andincorporatedynamicinformationinto our
predictionsis aworthwhilegoal(for examplesee[28]), but beyond
thescopeof thispaper.

To summarizeour contributions: We presenta methodologyfor
deriving anAS-routingmodelthatcanreproduceall observedAS-
paths,andpredictunobservedrouteswith reasonableaccuracy. Fur-
thermorewe show the importanceof consideringmore than one
routerperAS andaccommodatea wide rangeof policies.Another
major distinctionof our work is that we usesimulationsto re�ne
our modelbasedon a largesetof BGPdatafrom diversevantage
pointsbut evaluatetheresultsusinga separatesetof BGPvantage
points.

2. REVIEW OF INTER­DOMAIN ROUTING
BGP routersexchangerouting informationover BGP sessions.

ExternalBGP (eBGP)sessionsareestablishedover inter-domain
links, i.e., links betweentwo different ASes(BGP peers),while
internalBGP(iBGP) sessionsareestablishedbetweenthe routers
within anAS. Throughits BGPsessions,eachrouterreceivesand
propagatesBGProutesfor destinationpre�xes.A BGProuterpro-
cessesandgeneratesroute advertisementsas shown in Figure 1.
Administratorsspecifyinput�lters perBGPpeer, whichareusedto
discardunacceptableincomingBGPadvertisements.Oncea route
advertisementis acceptedby the input �lter , it is placedtogether
with the routesoriginatedat this router in the incomingRouting
InformationBase(RIB-In) for thepeer, possiblyaftersomeof the
routeattributeshave beenmodi�ed accordingto the local routing
policies. Next, theBGPdecisionprocessis usedto selectthebest
routefor eachpre�x from amongtheavailableroutes.This route
is thenplacedinto the BGP routing table,which we will alsore-
fer to asthe RIB-Out. Finally, administratorsmay specifyoutput
�lters for eachpeer, which areusedto decidewhich bestroutesto
propagateto a BGPneighbor.

TheBGPdecisionprocessconsistsof a sequenceof elimination
steps.Its �nal goalis to selectasinglebestroutefor any givenpre-
�x. For this purposethe BGP decisionprocessconsidersseveral
of the BGP routesattributes. One of the �rst attributesis local-
preference(in short, local-pref). As local-pref is a non-transitive
attribute, it canbe usedto locally rank routes. The next BGP at-
tributeexaminedby theBGPdecisionprocessis theAS-path. An
AS-pathcontainsthesequenceof ASesthataroutecrossedto reach
the currentAS. Routeswith shorterAS-pathsarepreferred.Next
in the evaluationprocessis the multi-exit-discriminator (in short,
med). This attributeis usedto rankroutesreceivedfrom thesame
neighborAS, but it canalsobeusedacrossneighbors.Thenthede-
cisionprocessranksroutesaccordingto the IGP costof the intra-
domainpathtowardsthe next-hop, preferringrouteswith smaller
IGP cost.This rule implementshot-potatorouting[29]. Finally, if
thereis still morethana singlerouteleft, therouterbreaksties,for
exampleby selectingtherouteto theneighborwhichhasthelowest
router-id (typically oneof its IP addresses).



Given a setof �lters andpolicies, it is possibleto simulatethe
propagationof BGProutesusingsimulatorssuchasC-BGP[30].
C-BGP's modelfor theinter-domainroutingprotocolrelieson the
computationof the pathsthat routersknow oncethe BGProuting
hasconverged [23]. For this purpose,it modelsthe propagation
of BGPmessagesandreproducestheselectionperformedby each
router[31].

3. DOMAINS AS SIMPLE NODES
In this section,we usemeasuredrouting datato illustrate the

needto go beyond treatingASesassimplenodesin a graph. We
�rst analyzethedegreeof routediversitypresentin thecurrentIn-
ternetandthenexaminethe limitationsof single-nodeAS models
for predictingpathchoicesthroughouttheInternetaccurately. The
datashows thatonemusthave a way to capturesomeinternalde-
tails of routingat leastfor a subsetof ASes.

3.1 BGP data set
Thereare many different techniquesfor collecting BGP feeds

from an AS. One of the most commontechniqueis to rely on a
dedicatedworkstationrunninga softwarerouterthat peerswith a
BGP routerinsidethe AS. We refer to eachpeeringsessionfrom
whichwecangatherBGPdataasanobservationpoint, andtheAS
to whichwe peerastheobservationAS.

WeuseBGPdatafrom morethan1;300BGPobservationpoints
including thoseprovided by RIPE NCC [22], Routeviews [13],
GEANT [32], andAbilene [33]. The observation pointsarecon-
nectedto morethan700ASes,andin 30%of theseASeswe have
feedsfrom multiple different locations. As we are currentlynot
yet interestedin thedynamicsof BGPwe usea staticview of the
routesat a particularpoint in time. The tabledumpsprovided by
theroutemonitorsareeachtakenatslightly differenttimes.Weuse
the informationprovided in thesedumpsregardingwhena route
waslearnedto extract thoseroutesthatwerevalid tableentrieson
Sun,Nov., 13, 2005,at 7:30amUTC, andthat werestablein the
sensethatthey havenotchangedfor at leastonehour. In thefuture
we areplanningto alsoincorporatetheAS-pathinformationfrom
BGP updates.Our datasetcontainsrouteswith 4;730;222 differ-
entAS-paths1 between3;271;351differentAS-pairs.Wederivean
AS-level topologyfrom theAS-paths.If two ASesarenext to each
otheronapathweassumethatthey haveanagreementto exchange
dataandarethereforeneighborsin theAS-topologygraph.We are
ableto identify 58;903 suchedges.We identify level-1 providers
by startingwith asmalllist of providersthatareknown to betier-1.
An AS is addedto thelist of level-1 providersif theresultingAS-
subgraphbetweenlevel-1 providersis complete,that is, we derive
theAS-subgraphto bethelargestcliqueof ASesincludingourseed
ASes. This meansthat the AS-graphcontainsedgesfor all level-
1 AS-pairs. This resultsin the following 10 ASesbeingreferred
to as level-1 providers (174, 209, 701, 1239, 2914, 3356, 3549,
3561,5511,7018). Note, this list is not complete. However, all
foundASesarewell-known tier-1 provider. Thereare7;994ASes
thatareneighborsof a level-1 provider in theBGPgraph.We
refer to theseas level-2 . All other13;174 ASesaregrouped
togetherinto theclassother . Of the21;178ASes3;486provide
transitfor somepre�xesin thesensethatthey appearat leastonce
in the middleof an AS-path. Among thoseASesthatdo not pro-
vide transit, calledstub-ASes,we distinguishbetweenthosethat
areobservedto haveasingleupstreamprovider(aresingle-homed)
andthosethathave multiple providers(aremulti-homed).We �nd

1We removed AS-pathprependingto preventdistractionfrom the
taskof routepropagation.

0 10 20 30 40

1e
+

00
1e

+
02

1e
+

04
1e

+
06

# distinct AS paths observed between AS-pairs

fr
eq

ue
nc

y

Figure2: Histogram of # of distinct AS-paths.

that thereare6;611single-homedand11;077multi-homedASes.
Single-homedASesthatdonotprovide transitonly addlimited in-
formationaboutthe AS-topologyaslong asany pathinformation
gatheredfrom pre�xesoriginatedat suchstub-ASesis transfered
to a pre�x originatedat its AS neighbor. Removing single-homed
stub-ASesandAS-pathswith loopsfrom the AS-topologyresults
in a graphwith 14;563 nodesand52;288 edges.Note, our data
doesnot cover thecompleteAS topology[34] sincenot all AS re-
lationshipsareobservable in our data. Thereare relatively more
observationpointsin thelevel-1 andlevel-2 ASesthanin theother
ASes.Thereforeit is likely thatAS-relationshipsinvolving level-2
providersaremissing.Yet,their impactwith regardsto routingcan
beexpectedto belesssigni�cant.

3.2 Route diversity in the Inter net
To investigatethe signi�canceof routediversity in the Internet

we examinehow many differentroutescanbeseenfor eachorigi-
natingandobservationAS pair (over all pre�xesadvertisedby the
origin). Figure2 plots a histogramof the numberof distinct AS-
pathsusinga logarithmicy-axis. Note, that for morethan30%of
theAS-pairsweseemorethanoneAS-path.Indeed,therearemore
than5;000pairswith morethan10differentpaths.

EachAS mayoriginatemultiplepre�xesandanAS-pathmaybe
usedby many pre�xes. Indeed,we �nd that therearevery popu-
lar AS-pathsusedby morethan1;000differentpre�xeswhile the
numberof AS-pathsthat are only usedby a single pre�x is less
than50%. Whenplotting thehistogramof how many pre�xesare
propagatedalonganAS-pathonalog-logplot, onecanseealinear
relationship(plot not shown). In termsof routediversity, we ob-
serve thatmostpre�xesareonly propagatedthrougha singleAS-
path. Yet, therearequitea numberof pre�xeswhosepropagation
samplesthefull pathdiversitybetweentwo ASes.

Obviously, onerouterperAS is not suf�cient to capturethefull
diversityimposedby intra-domainrouting.A singleroutercanonly
propagatetherouteit choosesasbest. With multiple routerseach
routerwithin theAS canselectits own bestrouteandpropagateit.

To motivate the needfor modelingASeswith several routers,
let us considera concreteexample from our data for the pre�x
202.94.48.0/20 at AS 5511shown on Figure3.

AS 24249,which originatesthis pre�x, is multi-homedto two
ASes:AS 4694andAS 4716.Fromthesetwo providerstherouteis
propagatedto � ve level-1 providers:AS 2914,AS 3356,AS 3549,
AS 3561,andAS 7911. SinceAS 3356propagatesmultiple AS-
pathsto AS 3356it needsto be modeledby at leasttwo different
routers.Whichrouteis propagatedcandependonthespeci�c setup
within theAS. Yet,pathdiversitywithin theASesis only partially
responsiblefor the routediversity. Anotherreasonis the large in-



Figure3: Exampleof path diversity.

Percentile 25 50 75 90 95 98 99 100
max# of
uniqueAS-path 1 2 4 5 7 10 10 23

Table 1: Maximum routediversity received for all ASes.

terconnectivity in the coreof the Internet; in this case5 out of 8
AS-paths.Still AS 3356needseightroutersto propagateall paths
furtherdownstream.

To judgehow muchof thepathdiversityis dueto multipleroutes
perASesratherthanmultiple routesfrom differentASeswe deter-
mine the distribution of the maximumnumberof distinct unique
pathseachAS receivestowardsany destinationpre�x. This value
is a lower boundon how many routersareneededinsideanAS to
propagateall thesepathsto downstreamASes. Table1 shows the
largerquantilesof thisdistribution.Weobservethatmorethan50%
of theASesreceive two uniqueAS-pathsfor at leastonedestina-
tion pre�x, 10% morethan5, and2% morethan10, respectively.
This highlightstheimportanceof not loosingsuchpathdiversity.

3.3 Route diversity in singlerouter models
In the past, large-scalemodelsof routing in the Internet fre-

quentlyassumethat eachAS consistsof a singlerouter, e.g.,[7].
To judgehow appropriatethis is for answeringpracticalquestions
we now examinehow accuratelyit can predict AS-pathchoices
throughouttheInternet.

We use the BGP simulatorC-BGP [30] to computeAS-level
pathson the AS-level graphafter eliminatingthe stub-ASes.We
originateonepre�x per AS, resultingin 14;563 pre�xes. Origi-
natingmultiple pre�xesperAS doesnotprovidemoreinformation
sinceat this point we do not considerper-pre�x speci�c policies.
To evaluatethequality of themodelwe comparethepredictedand
observed AS-paths.Table2 summarizesthe results. Not surpris-
ingly we have agreementfor only 23:5% of the AS-paths. The
main problemis againthat for slightly lessthan50% of the pre-
�x/observationpointcombinationstheobservingAS doesnoteven
learnthe “correct” AS-path. For the remaining50:6% only 4:7%
of theincorrectdecisionsoccurdueto theshortest-pathstepof the
BGP-decisionprocess(Figure1). If a router learnsthe “correct”
route it seemsto be able to choosethe “correct” one in roughly
50%of thecases.

Today's Internetdoesnot use shortest-AS-pathrouting as we
assumedabove. Most BGP peeringscomewith routing policies
of which the most commononescan be classi�ed as customer-
provider and/orpeeringrelationships. Relying on the BGP data
we usea simpleheuristicfor inferring customer-provider relation-

Shortest Customer/
Path Peering

Criteria Policies
AS-Pathswhichagree 23.5% 12.5%
AS-Pathswhichdisagree 76.4% 87.5%

dueto
AS-pathnot available 49.4% 54.5%
shorterAS-pathexist 4.7% 5.7%
lowestneighborID 22.2% 27.3%

Table 2: Agreementbetweenpredictedand observed AS-paths
(singlerouter per AS).

ship utilizing the valley-free assumption[15,16,18]. We startby
declaringall links betweenthelevel-1ASesaspeeringandthenit-
eratively infer customer-provider relationships.Weverify ourclas-
si�cation by usingdatafrom several ASeswhosepeeringpolicy
we have accessto. This resultsin 34;087customer-provider peers,
7;290peeringrelationships,and640siblings.All otheredgescan-
not be classi�ed. We thenrealizedappropriatepoliciesbasedon
the local-prefBGPattributeandroute�lters 2 in thesimulatorand
rerunthesimulations.Theresultsarefairly discouragingwith only
12:5% agreementon theAS-paths.Themainproblemis thatfor a
lot of thepre�x/observation point combinationstheobservingAS
doesnotlearnthe“correct” path.Overall,thisindicatesalow accu-
racy for AS-pathprediction,if anAS-routingmodelis solelybased
onAS-relationshipinference.

Unfortunately, anagreementof lessthan1=4 for theselectedbest
AS-pathsandjust above 1=2 for the availableAS-path,while not
too bad,is not suf�cient to answer, e.g.,what-if questionssuchas
how theroutingin theInternetwould changeif a peeringis added
or de-peeringof someprovider occurs. Accordingly, we in this
papertacklethetaskof deriving moreaccuratemodels.In orderto
accountfor routediversityandto predictunobservedInternetpaths,
we allow for routingpoliciesaswell asfor multiplerouters inside
ASes.

4. METHODOLOGY
Thegoal of this sectionis to proposea methodologyfor build-

ing an AS-routing topology model that capturesthe outcomeof
theroutingpoliciesandtheinternalstructureof all ASesfrom ob-
servedBGPdatain orderto answerpracticalquestionsaboutrout-
ing. Theexamplequestionwe useto highlight the capabilitiesof
our modelconcernspredictingInternetpathchoicesfor previously
unobservedAS-paths.

We consciouslychoosean approachwhich allows for multiple
routers,socalledquasi-routers,within anAS, andthat is agnostic
aboutinferredrelationshipssuchascustomer-providerand/orpeer-
ing relationships.After all, therealworld knows many variantsof
suchrelationships[35]. We take the approachof modelingwhat
we actuallyobserve. In this mannerwe canavoid many potential
pitfalls that arisefrom incompleteassumptionsor trying to press
BGPinto some�x edschema.

In the following we �rst introducethe componentsof our AS-
routing modelandthenshow how onecanevaluateits predictive
capabilities. Next, we introduceour principle approachandthen
give anexampleof how to useit for deriving anAS-routingmodel
from gatheredBGPdata.Finally, wediscusshow to usethemodel
for predictingpreviously unconsideredAS-paths,andhow to im-
prove it for previously unconsideredpre�xes.

2We treat siblings in the samemanneras peeringsrelationships
and set the samelocal-preferencefor unknown AS edgesas for
peerings.



4.1 Componentsof the AS­routing model
TheAS-routingmodelshouldbecapableof predictingAS-level

paths,asusedin the Internet,andso it needsto have a notion of
inter-domainconnectivity. Sinceit shouldcapturethe impact of
intra-domainrouting it needsto accountfor thediversityandcon-
nectivity within eachAS. Furthermore,asBGP is usedto imple-
mentpolicies,we mustaccommodatethis in ourmodel.

Basedon thesecriteriaandthe fact thatwe do not yet consider
BGPdynamics,we proposeto usea classof topologymodelsthat
canalsobeusedasinput to theC-BGPsimulator[21,30]. C-BGP
is designedfor studying the propagationof routing information
alonga topologymodelthat consistsof multiple ASes. It allows
multiple routerswithin anAS, thesetupof BGPsessionsbetween
any pair of routers,andsupportsiBGP aswell aseBGP. To prop-
agateroutinginformation,C-BGPmodelsthepropagationof BGP
messagesandexecutestheBGPdecisionprocessbasedon routing
policies.Hence,C-BGP's routingmodeladdressesall our require-
ments.SinceC-BGPonly computesthesteady-statechoiceof the
BGProutersaftertheexchangeof theBGPmessageshasconverged
andnot thewholestatemachineof theBGProutingprotocol,it is
thuspossibleto performlarge-scalesimulationsfor singlepre�xes
on topologieswith morethan16;500 routerssplit among14;500
ASesin 2 – 45 minuteswith 200MB – 2 GB memoryconsump-
tion dependingon thecomplexity of theroutingpolicies.C-BGP's
capabilityof simulatinglarge-scalepropagationof BGProutesnot
only allows usto testhow accuratelythemodelcananswerourex-
amplequestion,it alsoenablesus to re�ne an AS-routingmodel
incrementally.

While deriving the model we make the simpli�cation that we
only originateonepre�x per AS. This allows us to addressques-
tionsregardingpathdiversitywhile keepingthemodelmanageable.
For similar reasonswe againexcludestub-ASesbut keeptheirAS-
pathto ensurethatwe donot looseany pathinformation.

We capturethe inter-domainconnectivity via an AS-topology
graphasextractedfrom the BGP data. In order to representthe
intra-domainroutingdiversityweallow eachAS to consistof mul-
tiple quasi-routers.A quasi-router representsa groupof routers
within anAS all makingthesamechoiceaboutbestroute,andso
the “quasi-routertopology” doesnot representthephysicalrouter
topologyof a network, but ratherthelogicalpartitioningof its pol-
icy rules. Eachedge(AS 1, AS 2) of theAS-topologyis realized
by establishinga BGPsessionbetweenoneor morequasi-routers
from AS 1 to oneor morequasi-routersfrom AS 2. Propagation
of routescanberestrictedby applyingroute�lters and/orby intro-
ducingotherroutingpolicies.

4.2 Evaluating prediction
C-BGPenablesus to predict,usinganAS-routingmodelasin-

put, theAS-pathalongwhich therouting informationfor any pre-
�x, originatedat any node,is propagatedto any othernode.

Forafairevaluationweneedonedatasetto derivetheAS-routing
model, called training , andanotherseparateone,calledva-
lidation , to evaluatethequality of theAS-routingmodel. We
divide the available BGP datarandomlyinto two subsetsby as-
signingobservation pointsto eithersubset.This placesall paths,
observedat anobservationpoint, into oneof the two subsets.The
training setis thenusedto derive theAS-routingmodelwhile
thevalidation setis usedfor evaluationpurposes.

An alternative way of slicing the datais to split the setof AS-
pathsaccordingto theoriginatingASesinto two subsets.Onecan
thencomparehow well anAS-routingmodelderivedfrom asubset
of the pre�xes predictsthe AS-pathsfor anotherset of pre�xes.
Furthermore,onecancombineboth approachesandpartition the
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Figure4: Metrics - Example.

obtainedtraining or/andvalidation subsetsaccordingto
theoriginatingAS.

The evaluationproceedsby executinga C-BGPsimulationfor
eachpre�x and thencomparingthe predictedAS-pathaccording
to the AS-routingmodelwith the actualobserved AS-pathin the
Internet.In this mannerwe canevaluatethepredictive capabilities
of themodel.Sinceroutingdecisionsaredeterminedindependently
for eachpre�x we run aseparatesimulationfor eachpre�x.

After thesimulationrunsonehasaccessto theroutinginforma-
tion base(RIB) of all quasi-routers.Therefore,we cannow com-
parefor eachAS theAS-paththat is recordedin the BGP datato
theAS-pathschosenin thesimulation. Somemismatcheshave to
beexpected.Wemeasurethedegreeof mismatchby determiningif
a routewith theAS-pathis receivedby aquasi-routerwithin anAS
(RIB-In), if it is selectedby aquasi-router(RIB-Out),or if it could
have beenselectedbut was not due to an “unlucky” decisionin
thelaststepof theBGPdecisionprocess,thetie-breaker (potential
RIB-Out). More preciselywe usethefollowing metrics:

RIB-In match: Theobservedrouteatanobservationpoint is con-
tainedin the simulatedRIB-In for at leastonequasi-router
in the observed AS. Note, this doesnot say that the simu-
latedandobservedRIB-Ins arethesame.astheobservation
point only seesthe bestroutesadvertisedby the monitored
AS. The metric providesan upperboundon the prediction
accuracy — we canonly expectaRIB-Outmatchif wehave
a RIB-In match.A RIB-In matchis a necessarybut not suf-
�cient conditionfor a RIB-Outmatch.

Potential RIB-Out match: A RIB-In matchwherein theprocess
of choosinga bestroutetheobserved routeis eliminatedin
thelast tie-breakingstepof theBGPdecisionprocessin the
simulation(“LowestNeighborIP address”).

RIB-Out match: At leastonequasi-routerin theAS hasselected
the route with the observed AS-pathas its best route and
propagatesit to its neighbors.

Furthermorewe count for how many pre�xes we �nd RIB-Out
matchesfor at least50%,90%,or 100%of their respective unique
AS-paths.

To visualizethe variouspossibilitiesFigure4 shows a toy ex-
amplewith 8 ASes,threeobservation points(at AS 1, AS 2, and



AS 3) andonepre�x p originatedat AS 6. The dashedarrows3

indicate the traf�c �o ws along the observed AS-pathswhile the
dottedarrows indicatethe pathschosenby the simulation. Con-
sider�rst AS 1 — its RIB-In containsthe learnedroutes1-7-6 ,
and1-4-5-6 to reachAS 6. Thepath1-7-6 is choseninsteadof
1-4-5-6 , which hasbeenobservedin BGPdata.This represents
a RIB-In match,but no RIB-Out match. Sincethe observed AS-
pathis longerthanthesimulatedpath,theusedpoliciesareclearly
wrong. Next, considerAS 2. Onceagain,we seethat thereis a
RIB-In match(neighborAS 8 propagatesthe“correct” suf�x path
to AS 2). But thereis no RIB-Out match. In this case,the best
pathis chosen“wrongly” in the �nal BGPtie-break.We call this
a potentialRIB-Out match,becausethe choiceis madebasedon
thetie-breaker. This mismatchis dueto anunlucky decisionin the
simulation,ratherthanusingincorrectpolicies.In realroutingIGP
weights,etc.,arealsousedto breaktheseties. Finally, AS 3 has
a RIB-Outmatch:simulationandobservationagreefor router2 of
AS 3.

4.3 Deriving an AS­routing model
In thissection,we introducethedetailsof our iterativeapproach

for constructingan AS-routingmodelbasedon a training set
of BGPdatafrom multiple vantagepointsin theInternet.

We start from the simplestAS-modelpossible. It consistsof
onequasi-routerper AS andcontainsoneedgebetweenany two
connectedASesof the AS-level graph. Accordingly, this model
only includesinformationthatis easyto derive from theinputdata
set. Then we determinefor the training set, wherethe AS-
pathspredictedby thecurrentAS-routingmodeldiffer from those
observedin theInternet(thosein thetraining set).This canbe
dueto two reasons:First, the modelprefersthe shortestAS-path
in theabsenceof morecomplex policies.Second,thequasi-routers
insideanAS donotsuf�ce to capturetherequiredroutediversity.

To reducethediscrepanciesbetweentheobservedAS-pathsand
thosepredictedby themodel,we alter themodeliteratively by ei-
theraddingroutingpoliciesor quasi-routers.Adding quasi-routers
enablesusto propagatemorethanonebestrouteto thenext AS, a
necessityasthedataanalysisshows (seeSection3.2).4 By adding
policy ruleswe ensurethattheappropriateAS-pathis selectedand
canbepropagated,eventhoughit maynot betheshortestone.

We do not aim at inferring theactualpoliciesusedby theASes.
Rather, it is our goal to derive an AS-routing model where the
simulatedAS-pathscorrespondto the observed AS-pathsfor the
training set. By doingsowe hopeto, andindeeddo, improve
thepredictivecapabilitiesof theAS-routingmodelover themodels
discussedin Section3.3. We arein this way capableof removing
thelimitationsof the“onerouterperAS” modelof theInternet.

In effect eachiteration of the heuristic,seeFigure 6, consists
of comparingtheAS-pathspredictedby themodelto thosein the
training data.Basedon theresults,changesto themodel(new
quasi-routersor changesto the policies) are determinedand the
path propagationis re-simulatedfor all pre�xes that areeffected
by the changes.This cycle is repeateduntil the desiredlevel of
agreementfor thetraining setis achieved. In thefollowing, we
presentmoredetailsaboutthe initial modelandhow the iterative
re�nementproceeds.

4.4 Example: re�ning an AS­routing model
Sinceany simpleAS-routingmodelwith just onequasi-router

per AS is unlikely to matchreality, we now illustratewith an ex-

3In all �gures routesaredirectedaccordingto the�o w of traf�c.
4Keepin mind that a quasi-routerdoesnot have to correspondto
anactualrouter. It is justanentity responsiblefor routes.

amplehow to userouting policiesandtopologydiversi�cation to
improve themodel.Supposethereare� veASes,interconnectedas
shown in Figure5 (a),with two pre�xesp1 originatedat AS 3 and
p2 at AS 4, andoneobservation point at AS 1 which observesa
routewith AS-path1-4-3 for p1 androuteswith paths1-4 and
1-5-4 for p2. TheseAS-pathsare visualizedvia dashedlines.
The AS-pathscurrently chosenafter a simulation run are paths
1-2-3 for p1 and1-4 for p2 (dottedlines).

Startingwith pre�x p1, theheuristicdetectsthat in thesimula-
tionsthepath1-2-3 is choseninsteadof thepath1-4-3 atAS 1.
This mismatchis dueto the fact that in our setupthequasi-router
of AS 2 hasa lower IP addressthanthe quasi-routerat AS 4. To
correctthis “wrong” tie-breakdecision,ourheuristicsetsupa pol-
icy at thequasi-routerin AS 1 to preferrouteslearnedfrom AS 4
for pre�x p1. We re-simulate,andnow thepath1-4-3 is selected
insteadof thepath1-2-3 (seeFigure5(b)).

Next, considerthetwo AS-pathsobservedfor pre�x p2 atAS 1.
A routewith the shorterAS-path1-4 is alreadyselectedby the
quasi-routerin AS 1; thereforeno changesare required. Yet, in
orderto accountfor theAS-path1-5-4 , a secondquasi-routerin-
side AS 1 is needed.Therefore,a new quasi-routerb is created
asan identical copy of the existing quasi-routera with the same
neighborsasquasi-routera (seeFigure5(c)). Thus,quasi-router
b will have a RIB-In matchfor a routewith AS-path1-5-4 , but
doesnot selectit asbestroute(theAS-path1-4 is shorter).In or-
derto correctthis at routerb of AS 1, two policy rulesareused.A
�lter at AS 4 preventsroutesfor pre�x p2 from beingpropagated
to quasi-routerb of AS 1 andarankingpolicy is setto preferroutes
for p2 announcedby AS 4. Thisensuresthatquasi-routerb of AS 1
canselecttheroutewith AS-path1-5-4 asits bestroute.

4.5 Initial model
Toderivetheinitial modelweuseall availableBGPfeeds,trai-

ning aswell asvalidation , to derive an AS-graphfrom the
AS-pathinformation.SuchanAS graphis likely to beincomplete,
asit is probablethat thereareotherpeeringsthat arenot usedby
any of theAS-pathsrecordedatourvantagepoints.It is possibleto
furtherimprove thecoverageof theAS-graphby addingadditional
observationpointsor informationfrom theroutingpolicy database
or traceroutedata.Yet,astheseadditionaldatasourcescomewith
someuncertainties[36], we only focuson datafrom our observa-
tion points.

Initially, all ASesconsistof a singlequasi-router,andpeerings
areestablishedaccordingto theedgesof theAS graph. Next, we
assignIP addressto eachquasi-router.This choiceis importantas
the IP addressis usedasthe �nal tie-breaker in theBGPdecision
process.(In caseof a tie a quasi-routerprefersthe AS-pathsan-
nouncedby thequasi-routerwith thelower IP address.)Therefore,
this choicecandirectly in�uence thequality of thepredictionpro-
cess.Wechooseto useIP addressessuchthatthehighorder16bits
aresetto theAS numberandthelow orderbitsareauniqueID for
eachquasi-routerwithin theAS.

4.6 Iterati ve re�nement
Thegoal of the iterative re�nementprocess,seeFigure6, is to

modify the AS-routingmodeluntil oneachievesthe desiredlevel
of agreementbetweenthe predictedAS-pathsand the observed
AS-paths.Accordingly, we now introduceour re�nementheuris-
tic which, by addingquasi-routersandBGP policy rules,reduces
thediscrepanciesbetweenthesimulatedandobservedAS-pathsfor
a setof pre�xes.

We have two main reasonsfor using an iterative processin-
steadof trying to correctthe discrepanciesin a singlestep. First,
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ITERATIVE REFINEMENT
run simulationsfor pre®xesp (initial model)
repeatuntil RIB-outmatchfor all observedAS-paths

applyheuristic,computechanges
restartsimulations

HEURISTIC (1 ITERATION)
foreachpre®x p

foreachAS a
O = (suf®xesof) AS-pathsfor p observedat AS a
foreacho 2 O

if RIB-Outmatch
nochange
markthequasi-routerasused

elseif RIB-In match
duplicateaquasi-routerif necessary
addpolicies:®ltering, ranking(MED)
markthequasi-routerasused

elseskip

Figure6: Model re®nement– methodology.

routepropagationitself is an iterative process.For theAS-pathof
1-2-3-4 from the origin (AS 4) to be observable at the obser-
vation point (AS 1), AS 3 �rst hasto selectan appropriateroute
andpropagateit to AS 2. ThenAS 2 hasto selectthis routeasits
bestoneandpropagateit to the observation point. To reproduce
this step-by-stepprocessin the AS-routingmodelwe move from
the origin of the routetowardsthe observation pointsandchange
thepoliciesor thetopologyat theAS wherethepathchosenin the
modeldiffers from the oneobserved in the training set. The
changeensuresthatthedesiredrouteis propagatedoneAS further
towardstheobservationpoint in thenext iteration. This is reason-
ablesincethisisalocaldecisionandonedoesnothavetodetermine
how thechangesin�uence theoverall routepropagationbeyondthe
local changes.This taskis delegatedto C-BGP. Accordingly, our
secondmotivationfor theiterative approachis thatwe do nothave
to reimplementthe full routing logic of C-BGPto determinethe
necessarychangesto theAS-routingmodel.Notethatit is notnec-
essaryto proceedAS-hopby AS-hop.Ratherin eachiterationone
determinestheAS whichis closestto theoriginatingAS with adis-
crepancy betweentheobservedAS-pathandtheselectedbestroute
and�x esthisdiscrepancy at this AS.

In the following we �rst introduceour principleapproach;then
explain how the policies are adjusted;and �nally how they may
have to becorrected.

Re®nementheuristic – principle approach:
The heuristicproceedspre�x-wise startingwith the resultsof all
C-BGPsimulationsrunsfor all pre�xesof the respective trai-
ning setbasedon the initial or previous AS-routingmodel. For
eachpre�x p with AS-pathP of the training setandeachAS
a on the path it checksthe following conditionsandif necessary
takesappropriateactions:

RIB-Out match:

Condition: Theobservedpathupto thisAS (thesuf�x upto
a) is selectedasbestrouteby at leastonequasi-router
insidetheAS.

Action: We chooseamongthis setof quasi-routerstheone
with the lowestquasi-routerID andmark/reserve this
quasi-routerasbeingresponsiblefor this AS-pathand
not available for matchinganotherobserved AS-path
for thesamepre�x.

RIB-In match but no RIB-Out match:

Condition: Thereis at leastonequasi-routerwhich learns
the observed AS-pathup to this AS. But noneof the
quasi-routershasselectedit asbestrouteandnoneof
thesequasi-routersarealreadyreservedfor otherroutes
for this pre�x.

Action: We chooseamongthis setof quasi-routerstheone
with the lowestrouterID andmark/reserve it asbeing
responsiblefor this AS-path. Thenwe adjustthis pre-
�x' BGP policy at this quasi-routerby either adding
�lters or settingMED valuesasdescribedbelow.

Condition: Sameasabove but all quasi-routersarealready
reservedfor otherroutesfor this pre�x.

Action: In this casewe chooseto “duplicate” one quasi-
routerwith a RIB-In match.Thenew quasi-routerhas
the sameneighborsandpoliciesas the copiedone to
ensurethat it alsohasa RIB-In matchfor thepre�x p.
ThentheBGPpolicy for thispre�x is adjustedasin the
previouscase.



No RIB-In match:

Condition: No quasi-routerat thecurrentAS haslearneda
routewith theobservedAS-path.

Action: No action asa route with an appropriateAS-path
�rst hasto bepropagatedto thisAS.

Re®nementheuristic – policy adjustment:
Two ideasarecentralto our re�nementprocess:First, new quasi-
routersareaddedto accountfor pathdiversity. Yet,contraryto the
routersin the Internetwe do not establishiBGP sessionsbetween
thequasi-routerswithin anAS.Experimentswith suchanapproach
have shown that it is extremelydif�cult to control routeselection,
in particularto install differentroutesatneighboringiBGProuters.
Therefore,we chooseto usequasi-routersinsteadof routers.Each
new quasi-routerreceivestheappropriateroutesby duplicatingthe
BGP sessionsto the neighboringASesbut remainsisolatedfrom
other quasi-routersinside the AS. In effect we short-circuit the
intra-ASroutepropagationprocess.As a resulteachAS cancon-
sistof multiple separatequasi-routerswhich do not exchangetheir
reachabilityinformation.

Second,we usepolicy rules on a per-pre�x basisto �lter and
rank routesat eachselectedquasi-routersuchthat the routewith
the desiredAS-pathcan be selectedas the best route. Suppose
thata quasi-routerlearnsa routewith thecorrect(suf�x) pathfor a
certainpre�x, yetit doesnotselectit asitsbestroute(RIB-In match
but no RIB-Out match). This canhappenat any oneof the steps
in the BGP decisionprocess,seeFigure1. At the sametime this
multi-stepdecisionprocessprovidesuswith many differentwaysin
which we canchangethedecision:by eitheraddinga policy at the
currentquasi-routeror througha �lter at theannouncingneighbor
whichensuresthata routeis no longeravailableat thecurrentqua-
si-router.At this point our goal is not to infer thespeci�c routing
policy usedby theAS. Ratherwe want to accountfor all possible
weird routingpolicies.

The �rst stepin the decisionprocessis basedon the BGP at-
tribute local-pref. It hasbeenshown in [37] that thepreferenceof
routeswith longerAS-pathsover thosewith shorteronescanlead
to divergence. Attemptsto uselocal-pref for building our rout-
ing modelresultedin divergenceproblemswhich arevery hardto
debug. Therefore,we chooseto not rely on this attribute. Rather
weuseBGP�lters to ensurethatrouteswith shorterAS-pathsthan
theroutewearelookingfor arenotpropagatedto thecurrentquasi-
router.Thisis achievedbysettinga�lter policy for thispre�x atthe
announcingneighbor. To avoid furtherreductionof routediversity
we do not �lter thoseroutesthathave thesameAS-pathlengthas
theonewe arelooking for. Instead,we take advantageof thenext
stepin theBGPdecisionprocessthat relieson theMED attribute.
If two routeshavethesamelocal-prefandthesameAS-pathlength
theonewith the lower MED valueis selected.We assigna lower
MED value to routesannouncedby the AS from which the ob-
servedAS-pathis learned.WerequirethatMED valuesarealways
comparedduringtheBGPdecisionprocess,evenfor routeslearned
from differentneighborASes.Sincequasi-routersinsideanAS are
not connectedin our model, no iBGP divergencecan arise[38].
Simply changingthe ID of therouterdoesnot work asthis would
affect all routes.

It shouldbenotedthatourchoiceof BGPpolicies- �ltering and
MED values- is arbitraryandin generaldoesnotcorrespondto the
policiesactuallyusedin the Internet. Infering the actualpolicies
will beaddressedin futurework. In theInternet,local-pref is often
usedto implementbusinessrelationshipsandfor traf�c engineer-
ing. Yet,prioritizing AS-pathsvia MED is alsonot uncommon,as
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Figure7: Necessityof ®lter deletion.

MED allows therealizationof cold-potatorouting[39]. However,
asnotedabovewearenotconcernedaboutreverseengineeringreal
policies:ratherwe aim at understandingtheimpactof routingpol-
icy on routediversity.

Re®nementheuristic – ®lter deletion:
If onecouldprocessall AS-pathsin a singlestepit would beeasy
to determinewhenanAS needsmultiplequasi-routersto propagate
AS-pathsof different length. Using our iterative processthis is
not possible.It canhappenthata �lter is setwhile processingthe
“shorter AS-path” which stopsthe “longer AS-path” from being
propagated.This �lter hasthusto beremovedin a lateriteration.

In Figure 7 observation point AS 1 observes two routeswith
AS-paths1-2-3-4 and1-7-6-5-4 for pre�x p, originatedby
AS 4. Neitherof the two AS-pathsis selectedasbestroutewhen
simulatingthe initial model. The quasi-routerat AS 1 choosesa
routewith AS-path1-7-4 to reachpre�x p (dottedarrow from
AS 1 to AS 4). However, the heuristicdetectsa RIB-In match
for 1-2-3-4 at AS 1 during the �rst iteration. To prevent the
shorterAS-path1-7-4 from beingpropagatedto AS 1, a �lter at
theegressof AS 7 to AS 1 is set.Restartingthesimulationsresults
in a RIB-Outmatchfor AS-path1-2-3-4 .

With regardsto the secondAS-path 1-7-6-5-4 , the quasi-
routerat AS 7 doesnot selectthe correctsuf�x asbestpathuntil
a later iteration. However, whenit doesselectit asbestroute, it
cannotpropagateit to its neighborAS 1 dueto theegress�lter set
during the �rst iteration. As a consequence,AS 1 doesnot learn
theobservedAS-path1-7-6-5-4 . Whenwe do not �nd a RIB-
Outor RIB-In matchfor asuf�x of anobservedAS-path,wecheck
for a RIB-Out matchat all announcingneighborASes. Provided
that thereis a RIB-Out matchat this AS we remove any �lter rule
thatpreventsthepropagationof theobservedAS-pathtowardsthe
observationpoint.

The removal of the �lter in Figure7 leadsto the creationof a
new quasi-routerat AS 1 for a routewith AS-path1-7-6-5-4 .
After the next iterationthe routewith this pathis selectedasbest
routeby AS 1 andtheabove problemis circumventedandprogress
is ensuredandno cycleswill occur. PerfectRIB-Out matchesare
achievedaftera total numberof iterationsthat is a multiple of the
maximumAS-pathlength.

4.7 Using the AS­routing model for
predictionsfor other pre�xes

At this point we canusethe AS-routingmodelderived from a
training setasinput to theC-BGPsimulatorandpredictlikely
AS-pathchoicesfor the pre�xes of the training set to previ-
ouslynot consideredobservationpoints.
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Figure8: Transfer of policiesacrosspre®xes.

But asthepoliciesaredeterminedon a per-pre�x basisit is un-
clearsofarhow to takeadvantageof theAS-routingmodelfor pre-
dicting AS-pathsfor pre�xes that arenot part of the training
setbut for which we have AS-pathinformationfor someobserva-
tion points. Oneapproachis to usemultiple iterationsof the re-
�nement heuristicwith thedrawbackof ignoringtheroutingpolicy
informationaccumulatedin theAS-routingmodelderivedfrom the
training set.

To overcomethis limitation we introducethe reusepolicy heu-
ristic. Thekey assumptionbehindthis heuristicis thatmostASes
specifytheir policy ruleson a per-peerbasis— re�ecting theeco-
nomicrelationshipbetweenpeeringASes— andnotonaper-pre�x
basis.Accordingly, independentof thesuccessof thisheuristic,we
can improve our understandingof the correlationbetweenroutes
for different pre�xes, i.e., whetherdifferent pre�xes are treated
equallyor differentlyby thepolicieswithin anAS. In thefollowing,
we explain fromwhere andwhich policy rulesarereused.

In orderto determinefrom wherepolicy rulesaretransferredwe
againproceedpre�x by pre�x. For eachof the new pre�xesand
observationpointswe have anobservedAS-patho. For eachsuch
AS-paththe reusepolicy heuristic tries to �nd an AS-patha that
satis�esthefollowing conditions:

1. The AS-patha is part of the training set, i.e., the input
to there�nementheuristicandtheAS-routingmodelshows
a RIB-Outmatchfor a.

2. Both AS-pathsendat the sameobservation points, i.e., the
�rst ASesof both AS-pathsare identical. Furthermorewe
requirethatbothAS-pathsshareat leastthe�rst two edges.
Theunderlyingassumptionis thatthepoliciesappliedfor the
“new” pre�x arethesameasfor the“old” pre�x.

3. Thereis no otherAS-pathx thatsatis�esthe�rst two condi-
tionsthatis longerthana.

Theexampleshown in Figure8 illustratesthisprocessfor asim-
ple topologythat consistsof � ve ASes. AS 1 is againour obser-
vation point. Pre�x p is originatedby AS 4, q1 by AS 3, andq2
by AS 5. We assumethat the AS-pathsfor pre�xesq1 (1-2-3 )
andq2 (1-2-3-4-5 ) result in RIB-Out matchesafter using the
re�nementheuristicto derive anAS-routingmodel.Thegoal is to
�nd a sensiblepolicy for pre�x p with AS-path1-2-3-4 . Since
bothAS-paths(1-2-3 and1-2-3-4-5 ) satisfythe�rst two con-
ditions,thelongerpathis selected.In theabsenceof this AS-path
theshorteronewould have beenchosen.

Policies, that allow the propagationof AS-path1-2-3-4-5 ,
arelikely to ensurethepropagationof thesimilar path1-2-3-4 ,
too. Theunderlyingassumptionis thatpoliciesin theInternetarein
generalspeci�ed for completeBGPsessions(neighbor-basis)and
noton a per-pre�x basis.

In the exampleof Figure8, we transferpolicies from the sub-
path1-2-3-4 of 1-2-3-4-5 to the currentonefor p. If there
is a policy (MED, �lter) for pre�x q2 along1-2-3-4 , it is con-
vertedinto a policy rule for pre�x p. In contrastto there�nement
heuristic,nonew quasi-routersareadded.

5. RESULTS
In thissectionweevaluatethere�nementandreusepolicyheuris-

tics by usingthemto derive anAS-routingmodelfor varioussets
of training data,andevaluatetheireffectivenessusingseparate
validation data.

Data:
Of the1;300BGPobservationpoints,seeSection3.1,werandomly
assign2=3 to the training set and the remainderonesto the
validation set. We sub-selectthe AS-pathinformation from
1;000 ASesandtheir correspondingpathsfrom both the trai-
ning and the validation setsto derive our baseAS-routing
model. In orderto ensurea reasonablecoverageof the AS-graph
we include all level-1 ASesas well as randomlyselectedASes
of the groupslevel-2 and other. We refer to this set of pre�xes
andtheir AS-pathsaspsetA . To evaluatetheeffectivenessof the
reusepolicy heuristicwe selecttwo otherdisjoint setsof pre�xes
andtheir AS-pathsin a similar manner. Thesesets,referredto as
psetB andpsetC , againconsistof 1;000randomlychosenpre-
�x es.

Training:
The inferenceof the AS-routing model usesan iterative process
that incrementallyre�nes themodelwith thegoalof achieving an
exactmatchbetweentheAS-pathspredictedby themodelandthe
training set. Figure 9(a) shows the progressof the heuristic
with eachiterationasmeasuredin termsof RIB-In matches,po-
tentialRIB-Out matchesandRIB-Out matches.The lengthof the
longestAS-pathis 10,and11iterationshappento suf�ce to achieve
ourgoalof perfectRIB-Outmatches.Noticethattheearlyprogress
of the heuristicis excellent. Justoneiterationmorethandoubles
thepercentageof RIB-Out matchesfrom 24:5% to 59:3%, andin-
creasesthepotentialRIB-OutmatchesandRIB-In matchesto more
than70% and85% respectively. Given that the averagelengthof
theAS-pathsis about4:3 it is not surprisingthatwe achieve RIB-
Out matchesfor all but 5% of theAS-pathsafter� ve iterations

Furtherinspectionof thedatarevealsthatmatchingtheAS-paths
for somepre�xesandsomeobservation pointsrequiresmorepol-
icy adjustmentsthanfor others.After the�fth iterationwe startto
seea signi�cant number, 238 out of the 1000pre�xeswith RIB-
Outmatchesfor all observationpoints.Thisnumberincreaseswith
thenext iterationsvia 481and683to 969aftertheeighthiteration.
This meansthat at this point we only have a very small percent-
ageof unmatchedAS-paths.Note that if we do requireRIB-Out
matchesfor 90%of theAS-pathsfor eachpre�x, alreadymorethan
40%of thepre�xessatisfythis conditionafter two iterations.For
theothertwo subsetsof pre�xes,psetB andpsetC , even faster
improvementsareobservable

Validation:
GivenanAS-routingmodelwe cannow evaluateits predictive ca-
pabilities for our examplequestionfor a differentsetof observa-
tion points. We �nd, basedon the subsetof validation for
psetA , that we improve our predictioncapabilitiesfrom 25:5%
(without routingpolicies)to 63%for RIB-Out matches,andif we
ignorethe�nal tie-breakingruleof thedecisionprocess,from 50%
to morethan80% (seeFigure9(b)). For RIB-In matcheswe see
animprovementfrom 55%to 93%.Let uspoint out thatthemajor
improvementshappenduringthe�rst six iterations.

To judgethequalitative improvementof our resultsvs. thosere-
portedby Mao et al. [7] we point out that our resultshold across
morethan300observation pointsratherthan3 ASesandaresig-
ni�cantly better. In termsof RIB-Outmatcheswhichcorrespondto
exactmatcheswe have 63%vs. their 35%,10%,and3%; in terms
of RIB-In matcheswhich correspondto matcheswe have 93%vs.
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Figure9: Re®nementheuristic– Results
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Figure 10: # of quasi-routers per AS (ignoring 14;305 ASes
with onequasi-router)

their 82%,64%,and16%. To bettercomparetheresultswe focus
on thesamethreeASes(7018,2152,8121)asMao et al. moving
themfrom thetraining to thevalidation setandrerunning
there�nementheuristicfor 200pre�xesof psetA . We�nd perfect
RIB-In matchesfor AS 7018,almostperfectmatchesfor AS 2152,
and44:2% for AS 8121.

Characteristics of the inferr edAS-routing model:
Themainreasonfor theeffectivenessof our re�nementheuristicis
thatanAS can,if necessary, consistof multiplequasi-routers.This
raisesthe questionhow many of thesequasi-routersare needed.
Figure10showsahistogramof thenumberof quasi-routersperAS
for psetA (for thoseASeswith morethanonequasi-router).For
almostall ASes(14;305)onequasi-routersuf�ces. For 71weneed
two. Yet, thereare138ASesthatneedmorethan9 quasi-routers.
Note,not all of thesequasi-routersareneededfor all pre�xes.Not
surprisingly, we�nd thatourlevel-1ASesareamongtheASeswith
many quasi-routers.After all, level-1 ASesoffer peeringsat quite
a numberof peeringlocations,peerwith and provide serviceto
many otherASes,andhave a sizablebackbonenetwork. Most of
theothersarelevel-2 ASes,but therearealsosomein the“other”
group. The averagenumberof quasi-routersfor level-1 ASesis
17:1, while for all otherASesit is 1:03.

Effectivenessof the reusepolicy heuristic:
Given an AS-routing model, we can now evaluateits predictive
capabilitiesfor our example questionfor a different set of pre-
�x es. We �nd, basedon the subsetof training for psetB

(psetC ), that we improve our predictioncapabilitiesby almost
a factorof two from 24:6% (23:7%) (without routing policies)to
46:6% (45:5%) for RIB-Out matches. If we ignore the �nal tie-
breakingruleof thedecisionprocess,thenumberof PotentialRIB-
Out matchesincreasesfrom 48:3% (46:7%) to 59:0% (58:3%).
This impliesthattheassumptionthatpoliciesarewell capturedby
the AS-routingmodelandthat the reusepolicy heuristiccantake
advantageof this capability. In additionit shows thatsomeof the
policiesareapplicableon a per-peerbasis. Yet, aswe do not get
perfectmatchesoneshouldrestrainfrom over-generalizations.

ThereusepolicyheuristicgivesanAS-routingmodelfor psetB
andpsetC which utilizes the resultsof psetA . If onewantsto
deriveanAS-routingmodelfor psetB /psetC onecaneitherstart
from thepsetA AS-routingmodelor startfrom scratchusingthe
re�nement heuristic. With regardsto potentialRIB-Out matches
wehavefor psetB afterthereusepolicyheuristic46:6%vs.24:6%
for the initial model,after the �rst iteration65:8% vs. 55:3%, and
after the seconditeration83:2% vs. 81:0%. We notethat the ad-
ditional informationfrom psetA helpsboth in termsof progress
duringtheearly iterationsaswell aswith regardsto thepredictive
capabilitiesaftertheinitial iterations.Yet,of coursetheAS-routing
modelthat utilizes the reusepolicy heuristic, is basedon a much
largerknowledgebasethathasneededsigni�cant computationtime
to derive.

Revisiting the effectivenessof the re®nementheuristic:
Eventhoughtheheuristicsareveryeffective in termsof predicting
AS-pathswe alsoneedto investigatehow andwhy they may fail.
First we point out that it is quite possiblefor an AS-pathto be
containedbothin thetraining aswell asthevalidation set.
This canoccursincewe have multiple observation pointsin some
ASes.Wehappento haveat leastoneobservationpoint in bothsets
for 168 ASes. As a resultwe �nd that 22:2% of all AS-pathsfor
psetA arein both.For thesubsetof theseAS-pathsin thevali-
dation setwe have RIB-Out matchesby design,in this casefor
49%of thepathsin thevalidation setof psetA .

If the AS-pathis not containedin both the training andthe
validation setsthen,eventhoughwe hopeto have con�gured
theappropriatepolicies,theheuristicsmayhavefailedto propagate
the routealongtheobserved AS-path. A routemaynot bepropa-
gatedin theAS-routingmodeleitherdueto anotherpolicy decision
or dueto a missingpolicy. Giventhatwe do not have trainingdata
from all ASeswe have to predictpolicy choicesto somedegree,
especiallyif thedatausedto derive theAS-routingmodel(trai-
ning set)doesnot includeanAS-pathfor all AS-edges.We refer
to suchAS-edgesasuncovered.



# paths RIB-In Pot. RIB-Out Not
Pathclass RIB-Out found
# uncovered
0 AS-edge 9,486 90.0% 59.1% 43.3% 10.0%
1 AS-edge 43,823 86.3% 74.2% 25.9% 13.7%
2 AS-edges 5,624 34.2% 26.3% 6.6% 65.8%
3 AS-edges 45 0.0% 0.0% 0.0% 100.0%

Table3: Effectivenessof re®nementheuristic by uncoveredAS-
edges.

Table3 showstheeffectivenessof there�nementheuristicbyun-
coverededges,consideringonly AS pathscontainedin thevali-
dation setbut not in thetraining setof psetA . We�nd that
themajority of theseAS-pathscontainat mostoneuncoveredAS-
edge.No AS-pathincludesmorethanthreeuncoveredAS-edges.
Of theseuncoveredAS-edgesalmostall, 93:4%to beprecise,occur
next to theobservationpoint.

As the numberof uncovered edgeson an AS-path increases,
the likelihood of achieving a RIB-In match for thesepathsde-
creases. For AS-pathswith 0 uncovered edgeswe have 90:0%
RIB-In matches.For pathswith 1 uncoverededgewe get 86:3%
RIB-In matcheswhich further decreasesto 34:2% and 0% for 2
and3 uncoveredAS-edges,respectively. Similarobservationshold
for potentialRIB-OutandRIB-Out matches.As shown in Table3,
the percentagesof RIB-In matchesdo not decreaseasfastas the
onesfor RIB-Out matcheswhenthereareuncoveredAS-edgeson
thepath. This is not surprisingasRIB-In matchesarenot assen-
sible to the speci�c policy choices. Theseresultsagreewith the
intuition behindMao's et al. [7] approach.If onecandetermine
the �rst hop then the uncertaintyaboutthe remainingAS-pathis
reduced.

In order to predict how good our resultscan be for arbitrarily
chosenobservationpoints,werandomlyselectasetof 6;000ASes
andcomputefor all possibleoriginatingASeshow many uncovered
AS-edgesonemayhave to predict. We �nd that for 0:7% thereis
no uncoverededge. For 54:8%, 36:7%, 6:6% thereareone,two,
andthree,respectively. Only 1:2% requiremorethanthree.These
numbersarea bit morepessimisticthanfor our datasets.Yet, as
shown above we canexpect reasonableresults,when just oneor
two AS-edgesareuncovered.

6. RELATED WORK
Improving our understandingof routing dynamicshasbeena

topicof hugeinterestoverthelastfew years,e.g.[23,24,27,40–42].
Most of the attentionhasbeengiven to the dynamicsof the BGP
protocol,e.g.,to understandwhy convergencetime of BGPcanbe
ratherlong[23,24,40]. Oscillationsin BGP[43] canoccur;see[44]
for areview of theirpossiblecauses.Apart from theaspectsrelated
to thetime requiredfor BGPto converge,divergenceanomaliesas
de�ned in [44], arepermanentfailuresof BGPto convergetowards
a stablepath.Divergenceanomaliesstemfrom two typical causes:
con�icting eBGPpolicies [14], and iBGP oscillations[43]. The
�rst canbeexplainedwithin a modelthatonly containsonerouter
perAS, thesecondcannot.

Recentwork hasinvestigatedtheinteractionsof routingontraf�c
within anAS.Basedondatagatheredfrom theSprintnetwork [45],
it wasshown that the impactof externalBGPeventson its traf�c
matrix is limited. Still hot-potatodisruptions[10,11] canhave a
signi�cant impacton transitASes.This highlightsthatroutingdy-
namicscanbecomplex, evenwhenjust lookingata singleAS.

AS-level topologyinference[15,16,18] providesanotherdimen-
sion to thecomplexity of routing in the Internet. Routingpolicies

aretypically partitionedinto a few classeswhich capturethemost
commonpracticesin usetoday[46]. Unfortunatelyit is alsoknown
thatthereality of routingpolicies[17] andpeeringrelationshipsis
far morecomplex thanthosefew typical classes[46,47]. Current
approachesfor AS-level topologyinferencerely ona top-down ap-
proach. They �rst de�ne a setof policiesand then try to match
thosepolicieswith theirobservationsof thesystem.Yet,policiesas
usedby ISPshave to realizehigh-level goals[46]. Assumingany
kind of consistency of suchpoliciesacrossASesis questionable,
especiallyas in practice,policies are often con�gured on a per-
router, or per-peeringbasis[46]. This meansthat observed BGP
routesdo not even have to be consistentwith the high-level poli-
ciesof theAS.

Tracerouteis oneof themostwidely usedtools for discovering
end-to-endpathsandcanbeusedin combinationwith othertools
to derive AS-level paths[8,9]. Thesetoolsrequirenetwork access.
To overcomethis problemMao et al. [7] proposeda �rst method-
ology for inferringAS-level pathsbasedonpresumedBGProuting
policies. They �nd that theaccuracy of theestimationdependson
theprecisionof theAS relationshipinferenceandtheability to in-
corporateadditionalinformationregardingthe�rst hop.

7. CONCLUSION
This papermakes four fundamentalcontributions. Firstly, we

show that AS topologiesusinga single router are limited – they
cannothopeto captureall kinds of routediversity in the Internet
today. This is in contrastto themajorityof prior work onmodeling
the large scalestructureof the Internet. Secondly, we show how
to usesimulation-basedheuristicsto iteratively build anAS model
thatis consistentwith all observedpaths.Thirdly, weshow thatthe
modelcanbeusedto predictpreviouslyunobservedAS-paths.The
accuracy is in practicelimited to around63% dueto policy deci-
sionson partsof thenetwork thatwe have not previously observed
in our data,andtie-breakdecisionsthatareinherentlyhardto pre-
dict. Ignoring tie-breakswe reachanaccuracy of morethan80%.
Finally, our resultsprovide someinsightsaboutthestructureof the
Internet.

Obviously, we shallcontinueto work on improvedheuristicsto
increasethe accuracy of our methods. However, thereare many
otherareasfor interestingfuturework. In particular, we have only
consideredhow well ourmodelanswersonetypeof question.How-
ever, therearemany questionsan operatormight wish to ask,for
instance,what-if they changeapolicy, or peeringarrangement.We
wish to studysuchquestionsin futurework both to provide prac-
tical solutionsto operators,and becausethe resultswill provide
insightinto how policiesareaffectingthecurrentInternet.

Furthermore,theability to re�ne instancesof our modelallows
to gain insight into what informationhasto be presentin the real
routingsystemto accountfor theobservedstate.This understand-
ing of the relationshipsbetweentopology and policies and how
routing informationpropagatesmay be useful input for designing
thenext inter-domainroutingsystem(e.g.,[48]).
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